APPENDIX A 
Faculty Affairs Committee 
Legislative Report on Online Voting 
March 4, 2008 
Introduction: The various elections conducted at Penn State Berks, such as those for University Faculty Senators, Berks Senate Officers, and Promotion and Tenure Committees, continue to be conducted using paper ballots.  As the number of voters increase, the elections become more cumbersome to conduct due to the quantity of ballots received, validation of voters, manual tabulation required, etc.  To alleviate this and to improve the election process, the Faculty Affairs Committee was charged to investigate and evaluate online voting options and make the appropriate recommendations to the Berks Faculty Senate.
Discussion and Rationale: An online voting system is currently in use by the University Faculty Senate to conduct elections for Senate officers.  We therefore decided that our initial evaluation should be of a system that is already in use at the University.  Initially, Bill Bowers was granted access to the balloting system as an editor which allowed us to test and evaluate the system.

An initial sample election was created for the use of the Faculty Affairs Committee in working with and evaluating the system.  The election had three ballot items to represent the three types of voting options:  a binary (yes or no) option; a multiple choice question with a single response; a question that allows for multiple selections.  The ballot (shown in editing mode) is included on page 4.  
The results of the election are shown online in real time and can only be accessed by the authorized editors.  The sample results are included on page 5.  The results are only viewable as an aggregate; the individual votes are not available.  However, as part of the results, the editor can view a list of the individuals who have voted on each question.  It would be possible, but extremely improbable, that an editor could view the list of who voted and the vote tabulation, refreshing that view every few seconds and then deduce an individual’s vote.  
Advantages of Online Voting:
· Simplifies the voting process for individuals.  Voting can be performed from any location from which a secure (SSL) internet connection can be obtained.  This allows voters who are out of town to still participate in the election.
· Speed of preparation and dissemination of ballots.  Ballots can be created quickly and made immediately upon approval by the responsible entity.

· Prevention of over voting.

· Security of balloting process.  Voters must log in with a valid Penn State ID and password.  Unauthorized personnel can not access the ballot.

· Tailoring of eligible voter list.  Voter lists can be generated automatically by restricting the electorate based on appointment type or status.  Additional voters can be added manually by the editors.
· Elimination of manual collection of ballots.

· Automatic tabulation of votes.

· Results are available immediately after the close of the election

· The system, data, application, etc. is maintained under the direction of the Office of the Vice President for Commonwealth Campuses.  Penn State Berks is not responsible for administering the system.

· Ballots can be used for any purpose, not just elections.  Individual questions or issues can be voted on by any group of people.  For example, a committee could use online voting to enable members to vote remotely, secretly and securely on a proposal.
· To insure confidentially and security of the results, one editor (currently Bill Bowers) can set up an election, and then appoint another editor who will view and report the results.  This additional editor can then remove any other editors to insure exclusive access to the ballot.
Disadvantages of Online Voting:
· Casting a ballot requires a computer with internet access.  Voters without such access off-campus would have to go to another location with this access, such as our campus, to vote.

· An audit trail may not be possible as an individual can not prove participation in the voting process.  However, a voter can simply print the screen that indicates a vote has been successfully submitted.
Recommendation: 
The Faculty Affairs Committee moves to establish online voting as the process for all elections at Penn State Berks.  The committee recommends that upon approval of this motion, a test ballot be conducted to allow all voters to test the system and their access to and use of it before an actual election.
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